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, *  I .  

E.3. 

E.4. 

E.4.n 

The Conhactor: 
Eileon A. Smith, Sr. Vice Prmdcnt, Slate Opcratiuns 
Education NeWOrks oi  America, Inc. 
1101 McOavock Strrct, Narhvilic.TN 37203 
61 5-312-6034 
313-557-0672 IFAX) 

All Instructions, n d a s .  consents. demand& or other communications shnll be consldered 
effectively b e n  as aI the day Of delivery; as of the date specilkd for overnight courier service 
ddvtv, as of three (3) bushcsr days after the dah of mailinp; or on the day the facsimile 
transmission is rcccived mechanically by the teleler mnchine a t  the reccivins location and receip! 
is verbauy confnned by thc ecndcr if prior to 4:30 p.m. CST. Any communication by lacaimik 
mnsmission than a l s ~  be sent by United Slates mail on the sum8 data of the facsimile 
msmis8ion.  

Subject to Funds A vailahiliw. The Contract is sllbject m the appropriatiun and availability of 
Slaie and/or Federal finds. In the event that thrr funds rye not appropriated or areochexwist 
unavailable, the Swtc reserve6 the n&t to terminate the Contract upon witten notice ro the 
Conunctor. Said termination shal not be dtunul  a b m h  of Contract by thr State. Upon 
receipt of the written notice, t h e  Contractor shall cc89c all work associated with the Contract. 
Should such an went sur, thc Contractor ahall be entitled to compensation for all satislscrory 
and authnri;ocd sewices cornpicred as of the tuminntim dnm. Upon such termination, the 
Cnntmctor shdl have no ripht to recowr from thc S l n v  any ncwal, general, apecial, incidenul. 
consequential, or any Ofher &Images whatsoever of any description or mount. 

-. A party shall be deemed IO have materially b r m b c d  the Cunmct ifany ot the followmg 
occurs: 

1 )  
11) 
111) 
IV) material violation orany WMMY. 

For p u r p l e r  of this coniracc. items I through IV shall hcr&after be referred to a8 a "Breach." 

failure IO materially perform in 6 c c a c d ~ c c  with m y  term or provision of (he Cuntr&ct; 
parrip) perlomwnce of any material tcnn or provision of rho Convacr: 
any material act prohibited or rc*trictcd by The Mnwcc, QT 

Concracrnr Breach- In event oin Brmch by Conbutor. the State shall have availabk the 
follovinp. ramedtes as described futchv herein: 

E.4.n.i. Actual Damages and any orher remedy a v d a b k  at lnw or equity: 
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Contract Atbchnnnt D 

E-Rnk Rtquirementa 

ConvBct A:WhmcnlD incmporat*l the Conbacmr'a rcrpsmen conmined in pages 3- 165 through 3- 17s. inclusive, 
of the Conmotor's Proposal. 
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E,4,a, iv . [ l l  The Contntctnr LhPU be not%ed o l  rhr termination in wriling by the Statc. Said 
notice ahall bersinaftcr be reftrred Lo as Ternination Notice. 

The Terminadon Nodce may epecUy rithcr that rhe terminndon is to bc 
immediawly, on a date certain in the future, or that the Contractor shall was 
operations under thi3 Conmct in atagccs. 

Contractor agrees to cooperate rvith the State in the went of a termination, 
P a d l  Default or krdal Takwver. 

In the event d a  urminanon. the StPte may withhold any amountswhich may be 
duc Contractor without waiver of any other rcmedy or damages available to the 
Sura at law or at equity. 

In the evmt  of a tehnntion, tho Conbacmr shall bs liable to thr Smte Tor m y  
and all damngs incurred by the State and any and aU sxpcnsee incurred by the 
Shto  which fl(CL.ed the amount the State would have paid Cwbactor under this 
Conmct 

E.4.a.iv.(2} 

E.4.a.iv.(3) 

E.4.aiv.(4) 

E.4.a.iv.(5) 

E.4.b. State Breach- In rhc event of a Breach of conrract by thc State, the Contractor ehall notify the 
Stntd in writing wirhin thw (30) dam of any B m c h  Of cmmt  by thr state. Sajd notice ahall 
contain x dcscriptlon af the Breach. 

E.4.b.i. Failun by the Contractor IO provide the witten norice descnicd in seaion E.4.b. shall 
operate as on absolute waiver by the Contrnctor of the Ssm'a Breach. 

E.4.b.". In no event r h d  any Breach on the part of the Srate excuse the Contractor from full 
performncc under this Conact .  

In the evcnt of Brrach by rhs State. the Contractor may avail i t d f  or any remedy at law 
in thc forum with appropriatrjurisdidon: pmvided. hmvcver. failure by thc Contractor i o  
give rhe Statc written norica and opportunity IO &re 3s described in section P.4.b. 
operates as a waiver of the State's Breach. 

Failure by t h e  Contractor l o  me a clalm before the apprqxiare forum in Tcnncwc wirh 
juridiction K) b e u  ouch dnim within one (11 year of the nnne dercribcd in Dection 
E.4.b. shall operata a8 a waivtr of said claim in Ita entirety. It ia agreed by the pa&* 
rhis prwisian e s c a W e s  a mntractunl pcriorl of limitations for any ckim brought Qy me 
Conmcmr. 

E.4.b.G. 

E.4.b.i~. 

E.5. part Id T&eavn. The Sfate may. at its convenience Md withmt  cause, exemse a partial 
takeover ofnny service which the Convactor is obligated to perform under this Contract, 
includina but not limited to any scMca which is the subjcct of a ahcantract betwxn Conrnlctar 
and a third p w ,  blthough chs Contnctor is not m Breach (hereinafter referred m as 'Partid 
Takeaver"). Said W T a k c o v c r  shall not be deemed il Breach or Contract by the Sratc. 

E.9.a. Conmotor ahall be @en at least thirty (301 days prior wrirten notice of said Partial Takeover with 
said noiicc m specify the areala) of newice the State will ne6umc ana t h e  date of said assumption. 

E.5.b. Any Pa& Tnkeover by the Stale shall not alter in mny way Conuactor's other ObliiadMr undor 
this Contran. 

E.5.c. The State may withhold from amaunl6 due the Contsactur the amount the Convector would have 
bean paid to deliver the a m k c  as detetmmcd by the State. The mount8 shall be withhrld 
clIactiva PL nf rhe daoc the State asnumu the 9eMoc. 

Upon Purtiel Tnkeover. tho Contractor shall have no ri(lht to reooVerfrom the State any acIUe.1, 
gcmcml, spec*ll, incidental. mnscquentiml. or any arha damages whatsoever ol any description or 
m?unt .  

E.5.d. 
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E.6. Performance Bond. Upen UPproval of the Contract by eU awropnate Statc oftiiials in accordme 
with applicable State 1awa and rwlationa, rhe Conrractor ;rhall h n h h  ii p c r f m m n  h n d  in 
the amount equal to ten million dollars ~81O.OOO,OOO.WI, guaranteeing all and faithful 
performance of all und&@ and obligatinna under this Conbuct for tho initial Conaact 1- 
and all extensions thereof. The bond shaU bc m thc m e r  and form prescribed hy the State 
and must be issued rhmugh a wmpmy liccnsad to h e  such n bond in hhrr SUIDC of Tcnncaace. 

The Contractor shaU obtah h e  required pwformance band in form and substance 
acceptable lo thc Stace und pmvide it to the State no Iarer than Jan 29,1002. Faihrn to 
provide the wrformance bond prior to the deadline as rsquirud abnll reeult in m n h c t  
rCrmhrPdDn. 

In lieu of a pccformancc bond, an imvucable lewr of credit may be nubstitubd 85 z 
surety deposit. The substilurbn of a pcrIarmmCc bond wifh a .surety dcgorit, as well ;re 
the form and substance of such a surety deposit. must be appmved by the Smtc priM to 
its submittal and m a y  be rejectcd by the State at ita SAC discretion 

Sta tc Furnished Pmprtr . The Contractor shall be rcspanrible for the correct use. mammanm. 
and prctecrion of all W e s  of noncxpandable. taqiblc, pereonnl property fmnished by the State 
for tho Contmcwrk rcmwruy ucx under this Contract Upon tcminath of rhis Cwnwac; all 
propeny furnished nhall be retllrned to the State in as gccd ordor and condition as when 
received. reasonable u4e und wear thereof excepted. Should L !  pMperty be destroyed. Inst. or 
stolen. the Contractor shall k responsible to the State for tlia residual value of the prom at 
the rime of losr 

lncnnroration of Ad didonid h n @ u  t . Included in this Contrna by rchrcnee are rhe following 
documents: 

I) 
10 
UI) 
M 
VI The Contractor's Pr~poad 

E.7. 

E.8. 

The Contract document and it4 attachments 
M written cleritlcatioru and addenda made to the  Contractcr'a Proposal 
Thc Request for Pmposal and itu asnodated arnendmcnrs 
Technic4 SpcciEutions provided to ths CanhaCtDr 

In the went ofa discrcpsncy or ambiguity regarding Lhhc Co~WnctO1'6 dudes, rohpansibilnier, and 
perfonnnncc under this Contract, these dneuments rhdl pm in order of precedence detailed 
abovc. 

W a k m D e r r  Subiect w Re vim. The Contracror shdl make aU audit, accounting, or limon&l 
analysis mrkppeapcr~, notes, and other documentation available for review by the Comptroller of 
the Trearury or his rspresenmtiven. upan request, during n o d  working hOUr6 either while the 
RndYSi6 is in pmgttss or subsuquunt ta the complcthn of this Contract. 

6.9. 

E. 10. m. The Cantractor cenifles. m the best of its knowledgz end belief, rhaC 

No federally npprcpriatcd funds have been paid or will bc pair(, by or on behdlf of the Contraomr, 
tn any person lor influencing 01 attcmpiins to hfiucnce M o f i w  or employee of any 06ency. a 
Member of Congxss in connection with the ecvnrding of m y  fedenl conrrncf, the making of any 
Iedernl p a n t .  the mplcinn or m y  fdrral Iran. and enterin& into any coovrativc a@&ment, and 
the ortenaion. conlinuation, rcnevval, amendment or mcdiflcatign of any faderal contract. gmnr, 
loan. or cwprrnrivc sgmemsnt 

If any funds other than faderalty appropriated b n d s  have been paid or will be paid to m y  pereon 
for influencing or zuernpting to innucnce an omcer or employcycc of any agency. a Mernbcr of 
Cnngrrss, M oUiccr or employee of Congrrw, or an cmployrc of a Member of Congrcsd in 
esnmvtian a.it.h this mawmt. zrnnt. loan. or conheraljvr nmecnmt. the ContractOr shall 
complete and oubmit Standard Form-LLL, Pirlorure F o m  to %pan Labhying' in acconlance 
with iu insuucfions. 

9 



May 29  03 C 

FROM : E . N . ~ .  

. .  

Ell. 

E.12. 

E.13. 

E.14. 

E.15 

12: 25p Office of Technology [ a 6 5 1  463-7213 P .  4 

FPX NO. : 615 72S 3147 Mar. 20 =E13 10:48F1M ~3 Finance 

The Contractor shall require that lht lnnpmee of this eartirmtion 1K included in me award 
doL%nicnta for all sub-wardo at all c*rs (including sub-gnnts. submnrrscrs, and connacts 
under grants, loans, and cooperative agreements) ana lhat aU subrcctpients of federally 
approprinted fundb shall certify and disclose accordin&. 

Prohibited 
relationship with t h e  State hereunder in commercial adKFtising in mch B manner as to scare or 
imply mat the Cenuactor or the Centractor's &ew an endorsed. U&M prior approval of the 
State is obtnincd. 

Patents. Tbc Conmaor  agree^ to indamn% and hold hnnnlcsr the S a t e d  
=ell as ita offirn. peen=, and ampbyeas fmm and against any and all claims 01 
mila which may bc brought against the S h U  for infringement d a n y  laws regarding patdlcs or 
copytights which may aria Lorn the Crmupctor'B Momwrrce of this C a n w c t  In my auch 
action brought ngain8c the Sfate, the Contractar ahall satisfy and mdannify Lht Smte for the 
amount of any h a 3  judgment for inIringomcnt. The Contractor huther a p e s  it shau be liable for 
the raadonablu Ices of attorneys lor the Stpte in tha event such service ia ncccaritrttd to enforce 
the t-s af this Contract or Dthmise enfoorrc the obljRatiOn6 of rhe Contractor to the Ststc. The 
Stste rhan giva the bna-acw written M& oinny such ctaim or suit and m i  right and 
opparmniry to conduct the Contractor's ofi defense h r c o f .  

v m .  .&a required by Tenncsm cddc rV\noLated, Section 12-4-1 18. the 
Mntractor shall hold harmless End indemni& the State ofTennessee: ita officers and employees; 
and any agency or politid subdivision of tho State lor sny b m c h  of contract caulled directly or 
indirectly by the Mure  of computer software or any device contnining a computer pmeessor t o  
nccwately or properly remgrizr, calculate, divloy, soR or otherwiw process dates or timrr. 

. Thu Contractor a m  to indemnify and hold harmless u l c  Swte of Tenneascc as 
WOU me ih ollicm. agents, and e m p l o y e  from and mainat any nod dl clnims. liabilities. losaca. 
and cauees of astion which may ariao. aceme, or reEUlt to any p m n .  Tim, corporatian, or other 
entity which may be injured or drmlscd as a result of a&, omissions. or nc$i&nce on the pan 
of the Conunctor. its employees, 01 MY pereon acting for or on its or their behalf relating to this 
Contract The Contracror hnhcr  agrees it shall be liable for the reasonable cost of attorneys for 
the Shte in thc went such raviee is neccssitsted to enforce ule term6 of this Convact or 
ocherwist enforce rhs obligations of rhe Contractor to the Ymtc. 

In the event of any such suit or claim, the Conmcbr shall & rhe S t a u  immediate notice 
theruol and ehall provide dl mixamx required by the Sute in the State's defense. The Stsro 
&all give the Contractor d c t c n  notice ofany such dpim or suit, and the Conhetor s M 1  ham 
full righr and o b l i d a n  to -duct lht Convactor'r awn defense thered Nothing mnraind 
hemin shall bc deemid to accord to the Contractor, through its ottnmey(r). the right to represent 
the State ofTmneeaec in any l e d  matter. such rie;ht.s being governed ky Tmnesses cods 
Annotuted. Saction 8-6-106. 

Iennesrsc CC nsolidakd..R-- . . Tbe ConWaclor acknowledges and underalnnds 
rhnt, subject to statutory cxccptions mntaincd in TMIpss.ses Code Amotaled, Title 8, Chapter 36. 
Pan 8, the hw governing the Tm188ee Consolidated RecLmxnc b~ntcm. prnvidcs thar if a 
retired munberrccumr to State cmpbymcnt. the membu's wt lment  nllownnce in auapended 
during the period of the m p l o ~ m n r .  Accordingly and MtwithElandhg m y  provision ut this 
Contmct t~ $e conuuy, thc Convnctor a p e s  that if it is law determined that the hut nnmrc 
of the wo+g rtlatimnhip bctmsn the Convsctor nnd h e  Stab under rhir Contract is that of 
*ermployso/emplqrer" and not rher ofan independent contractw. the Contractor may k nquirui 
to repay to the Tennessee Consolidatad Retirement System the amount of rech'ement benefits *e 
Contlictor reujved from thc Rttiremant System during the period of this Conlrncr. 

. The Conbctor sMI not refer to this Contract or the Contmctor'e . .. 

io  
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E.16. h-91&&@. Tbe Conwxlor a p c s  lo providc (he rcrvica dwcrihd in ihir Contract 
to my and all Tcru~ewc local rehod xyrmur. For DMitiooal mvicaa, ulc 1iW school sysiem hall 
uulizc their own muactual  doeumcnt, in such form md rnbstnnce as may be requled  by thci gowdng 
body; howcvcr, thc conIrractu81 dacumcnl shall Im basd ou and in acccrdanec with the RCNiCC dercriptkm 
and payment cues contained in this C o n t r a  The CMltrnCtor shall provide said ierviccr at &e uuue level 
of quality as spcci&d henin nnd shall inmioe separately and directly each W 10haol system tor whom 
service i s  pmvided. Tbo Sum dws not puaranlce lhst auy loud school system3 will quesi amvices nor 
docs !bo State guamnfcc the apwitic kvel of acrv*e. if any. that m y  be tcqumtcd in the course of 
providin:: k s e  w b s  to local ochoal syrranr. a local school syslun may purchaac ndditioml 
profwional scrviceh from fk CcdPMor m m s a r y  to allow a local schwa! xyhtem IO conno~t to and w chs 
Conwactor'a pavim provided under lhis ConVan 

E.17. DisDute RssplvyM ' . In tho went of any dlspure ariaing durina Ine term of the Cunkau 
concerning performance of the Conmct. a h e r  pnny sbaU scmc notice ai such dispute on the 
olhcr p a w ,  and the dkputc shall be dendcd by VIc Cammissioner of t h e  Lkparunrnt of F h v  
and Addmininvnlion who shdl r d u -  h i s  decision to wr iuq  and .%we a copy on the Canmcwc. 
Thc duarior: of the Comrmsslonsr of Rnancc ant Adminlrtration shnll be fvwl and conclusive, 
subject io  the Cnntracto~a right to a p d  uuch dccrion. UI accordnnce arirh thc h w r  of me State 
oCTcnncsscc Pending Gnsl delamination of any dispute hereunder, the Canvactor shall 
proceed dthgtntly wilb the performance or the Conrract and UI accordance wth the Sitau 8 
direction. , 
gMceSoa c g  The Slate 8ha.l. at nu con w h e  Conaanor. pmvide up  to 1.221 square leet of 
office space and utilities for the ConvacWr to bute tier one rxppoTt help dcsk personnel on the 
9th floor of rhc A n d m  John- T o w  stale officc building in Nashvdlc. Tenncssue. eNwccdve July 
1,2002. The CMWWIO~ personne: will have 24 hours access withim the framework of sntc 
buildlng security regJhuoas IhPK app!y co n r i a r  lev~l8lare managers. Dcpcndcnr upon Slrte 
office 8)pacc nvailnbhg). addisond cliics smce on the 9th floor of &c A n d m  .Johnran Tower 
x a ~  ofice building may be nvailablc fur I C P M  at the ollicisl stnte leased offa rate. Ochcr 
COMCCTEN Contractor suppon p e r r o m l  and hcwrcs may be localud a t  remote %ccp. 

E-Rate Discount The mox+mum convac: linbdity repmscnti rhc $rate's porcon of fundine for U.e 
CannccTEN progam. The ConuacmrwiU be eligible w rcceivo mmnLcd fundine by hppiylng lor 
FCC FAate dismunrs in acmrdwcc 4th FCC &;Kate Pro- rules and rcylationr. The E-Rfxu 
diwunted  funds due the Contractor will bc adjusted lo thc mount of &Rate hndinR astuaUy 
ewudcd thc State. 

! & ~ m U & s a . t d & ~  i c ~ .  In a network as compkx 33 tne CoMecTEN network. h e  
dcvlces undw - . a s n i  rcrponsibiliry of tho Convoow hvtfms to dwwe qno 
cornrnunicaums Zncs whuh are cunmtly managed by orher thud pBr:ies. The Contracwr 
cmhrucnl suppon personnel d l  lake zesponribllty to avoid 'fmgcr poinun< situntionn. however. 
the Convaclor nsponsibiliucs are limtced as  follows: 

E18 

E.19. 

E.x. 

E.20.a The Coatraclor CecbnjcaJ SUPDO- pcrlonnel will BSSLSI % local x h w l  rcprescntative '9 facilitate 
connecting Lcwl Arcs Network wking and servers ID the CDm.ecTEN device. AYIISI~~CC: must bc 
prwldai for rcmoce voubMoooling .v.d poraibie idcntifuation of incumpalrbilrliss. 

E.2O.b. The Conkacto: technical suppon personnel vnll Wist Stale of Tcnnessee Ofice of information 
Rcsoursc Ncrwork opuawns Center personnel in iaohuna network problem between Conuacwr 
managed r o u m  and  rho= o l  Ihc SOP of Tcnncnscc cewntk nnd buyond dclring the migration 
nod unp1:ncntation phase8 of Ihir project. Asslatance is prowdd for cmrdmutcd WOUOle 
rhooang, kutr  derruian and iPoloLion. uu. not for ultrrnatc problem rcuIIutu)o. 

E 20.c The Contractor cmhnicnl suppozl personnel 0011 be rcsponsibt dumly  0, cnrough fubco~vacwrs 
in isolating communication hns problems between CannecTEN managed dm:cnr. R e ~ p o ~ i b d i t i ~ b  
tnciudc coordinarcd rroub!c ah0oar.g. fnutr dctcwuon and isol3ticn. u r d  problem rcwlutiun 

E.20.d. The Conusnor personnel wlll be rraponmhlc lor al! equipment rn uolating equipment firmware 
and solnpars me$. Ped Mll provide equipment w m a n l y  and mmtcnanm. 

II 
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E.20.e. For &war management services. the Contractor personnel will be rcsponfiible for operadon or 
equlpmcnc assuming wistittg equipmenr mnnutkclurcr hardwlut and softwnre mainmnance 
agrcemenrs are in deet ,  and provide changes a6 needed over the life of the c o n m t .  

E.20.f. Notwithstanding the above limitations, it is the intention that the Contractor hnr the LX-W 

E.21. 

E.22. 

E.23. 

E.24. 

E.25. 

E.26. 

E.27 

mponribility tornanage rtll wmponenIPeM provided by the Contractor or any Sub-hon&&wr 
on behalf of the State to maintain the vinbility and thc integriw ofthe nctwork. The Contracbr 
will Bewe aq the agent for the Stntc with all sub-eonmaon. 

Intcllecmal Prowrtv Riehts: -. a nd Sofhvaro. Contractor retains a11 ripht. 
title, and inter& in and w any software and other intellectual propcny that it pmvidlrs tn or uscs 
on behalf 01 the State pursuant to this contract and the Statt ndcnowiedges and agrccs that the 
Ccntracmr is free to 
cusmmers. Norarith6tanding any other Prwision M term in thk Contract. the Contractor shall 
nt;lin all right, ti&. and interest m and to any equipment and hardware it provider to and UEW 

on bhnlf  of the S b t r  pursuant to this Conuan, other than certain p m p e q  rurnishcd by the 
Slate a8 deacrlbed in SWion E.7 of tbh Contract and h Sectinn A.3.1 bf the Request for 
ProposB1. 

Helu Desk and N w  ark Management Interfacq. The Smte and Ccntractor personnel will 
communicate throush a spccitc act of urnlap. Names and phonc numbers of theindividuals 
rcspomiblc for assisting the Cantractor will be provided. This list w h  include contacta end 
numbem ror businccs day and off-hours, along with appmpriah: points of contact for escslstion. 
The State i~grcm to supply Zhe Contractor with any changes to this liat on a pcrbdic basis. 

Maintenance Conmas . The Contractor throughout the life of lhis mntmct is responsible for 
mainlniningd warrandm and licenses ptrtaining lo the netwDrlr hardware. soflwarc and 
systems uscd for the bundlcd CbnnecTlCN service offering as described in the RFP. This Urill allow 
rhe Contractor to wordinnte SEN~CCS and maintcnsnce dircctly with tl ie mnnukctllrem and 
equipmencvendors on behdfol the StPtc. 

State-Provided Sottwarc. Any aoIiware pmvided by the State pursupnt to this conlr&ct will be 
licensed pursuant to the software m n u f a c h n r ' s  stundnrd 8ofFvBre liccnsiq ngrment. 

post-Contract Tranritian Se-. Upcn termination of this conmet &d in the event that n 
different vendor is awarded the subscqucnt contract, the Slate will provide ninety (90) day8 prior 
vrittcn ~ o t i c e  to the Conoactor and thn Contractor agrees w prpvidc continuing sewices as the 
State wvnritions itrclr w receive such oeNi.cer Imm the new vendor. The .WN&XS rcquired are 
those as ddmcd under this contract. and shall be provided on a month-to-month bnsis to &ll end- 
sites kine -Ned for a pcriud not lo exceed twelve (12) months. Chrraea fur the seMces shall be 
at the Service Unit r a t s  per .Sectis- C-3 then current at the rime of contract termination. 

If  the atension of rhe Contract necessiretcs additional funding beyond that which wns included 
in the,or;&d Concracr, the increase in the Swte'r ma%um liability will be cEccted through an 
amendment to the Contract 

$mtcAcses= lo c o n n m .  The Convnctor win allow the $raw to access thc CannecTEN 
pktfom. using vendor c4uipment. in order 10 launch wcb-baxd in i t i&S,  to include teacher 
professional devdopmant. on-line student tcsling and currifulum dellivcry. provided that nuch 
-s* neither (i] interferes wirh or h r  thc CoantcTEN platform. nor ( i i ]  relilllfs in thc 
Contractor inwming or &taring additional costs or uipnws, unless the parties mutally s g r e  to 
compensation for such additional cO3t8 or expenses. 

Le ofAe cncv. The State designates the Contractor as its agcnt to a n  on thc Slate's behalf for gases of obtaining or changing scrvices or goods rrom or with service providers, 
tok.=ummunie.dcns wrnpnn;es. or y l y  other vender or supplier p r o d m e  iorvicoc, equipmmt. 
h-dwrc, WRW- 01 other marerials newswry or ndvisnble lor perfirming this C o n m r .  The 
Statc will provide a Iettr~ of agency, if reapstsd by B third party. confirming Contractor's UgeacY 
SlaNP. 

softamre and intcliectuai property in p r o v l d i i  sewices to o t h a  



Maintenance: 
Please document your plans for maintaining your equipment both old and new as well as ineligible 
hardware. 
Is the equipment under warranty? 
Do you have a maintenance contract? 
Do you have a maintenance staff who maintains the equipment? If so please include their salaries on 
the Item 25 worksheet if you have not already done so. 

The Anderson County School System has a staff of 7 full time employees who care for the 
technology used throughout our district. The combined total for all 7 employees is approximately 
$230,000 each year. The work these employees do each day is centered around our Anderson 
County Trouble Ticket Data Base. Employees across our district go to the Anderson County 
Schools website and log a trouble ticket. The Office of Technology, OOT, work from this list of 
trouble tickets. During the 2001-02 school year, we averaged about 100 tickets. We have 17 schools, 
Central Office, and Food Services that we support on a daily bases; 100 tickets average about 3-4 
tickets at  each location. Below is a copy of our trouble tickets as of 7/15/02. 

Total number of open problems: 73 
Total number of uroblems entered todav: 0 

Elementary 

Andersonville 4 0 

Briceville 1 0  

Claxton 2 0  

DutchValley 4 0 

Fairview 2 0  

GrandOaks 2 0 

Lakecity 6 0 

Noms 0 0  

Nonvood 3 0  

1 ......................... 

Middle 
.... 

............... I , ,  

, ,  

Nonvood 6 10' 
. . . . . . .  

" .................................... 

High 

3 ;oi .ACCTC , ,  

AndersonCo. 7 0 ,  

Clinton 12 0 

LeamCenter 0 0 ,  

At the time of purchase, all computers and servers are purchased with a full 3-year on-site 
warranty. Most of our up-to-date hardware is currently under warranty. 

Anderson County also has a Technology Coreteam of teachers who help us support building level 
technology maintenance. Coreteam members consist of administrators, teachers, and educational 
assistance that work in our building. These individuals work very hard every day offering support 
and assistance to all our teachers in their building. We have 1 coreteam member for every 100 
students in our schools. Each coreteam member receives extra training each year. 
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E.28. o f Filterinp Acknowlrdemen& the State ncknowledges and understands that due 10 
tcchnol~cal Lmirarions and inherent propcnies 01 the Internet. World Wide Web, and other 
elecvoaic scmccs and technola&, ulz Conuacror cnnMt guarantee that ib serviues (it will 
blak or GI- all inappmpmte cautencor weh pages, (UI will MC inadvertady block or (i\ter 
content or web pages that ahould not have bcrn bkked or Ntercd: or (i i i)  appmprintciy block or 
unblock a web site or web page that has hean rzquestcd to be. blacked or unblodred. 

. 

I7 
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EDUCATION N E T W O ~ S  OF AMEUEA, m c  

Albert Cknicr, 111. Raldeat and C& 

D E P A R T m  OF EDUCATlON 

APPROVEDX 

I)EPARTMEMT OF -CE AND ADMINISTRATIODI: 

C. Wwen Act& PhD. Commission- Date 

38611 G. Motgrm, Comptroller o tbe Truslvp Date 

14 
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Cunrrnct Attrchmeut A 

ConaccTEN Tcchniell R6qulremenlr 

Contract At[8chmerd A incorpom lhc Conuacfor's nsponac~ contained in pagcr 3- I thrwgb 3-160. kluslUJive, of thc 
Conuacwr'r Pwposal. 

A.1 Physical Network Layoat Raquiremenu 

A1.l Description of Physical NeMnrkLagout Requlreneata 
Thc network phyrieal layoul is tlle phpicd ~ w ~ r l t ' i  topnlogy and o v d  mhitechm that i., lo be 
deployed ~ ~ ~ O I I $ ~ O I I I  thc Stab of Tmneuec for the CamTENacwork. Designing d 
implemmting a statewide nuwork hhstrucw will require II hiwmhical. nctwar* mhibctur~ and 
ecographically dispcnod phpicrrl prcrcnu: W camlies and rcrvicc acc51 points desired by Lbe 
ComS'Eh' End Sites. Allhough the ComecTEN savice providcr can design aod &by the 
COMOCEN mmmk in6issrmChm: in a rmuurm mn4Stenl with intcmal best practicca. it is envisioned 
h c  &e ComccTEN nework m i c e  offcrmc will be based cn &e following building blocks: 

End SIw - a school of a school adminisrmiw office lcution rhnr rapires m d v i t y  to the 
ComeeTEN m m k  

Poiats of Pmeucc (POPS) - a wide sna ncrworlr corntion point and network 8bgrsgaam p a d  
wiicrc multiple End Sib locatiom an rtrvicsd by It ringlc, gcopiaphlcaliy located POP within the 
ConnccTEN nehvork 

Network Aceus Points (NAPS) - u wide &rea ~ I w i k  ~$gwgatiUn md Dtlwork rwiuhing poht 
dmi inlcr-connccts C o w T E N ' s  high-speed bdbooe  trunlrr responsible far inrcr-Nhp 
comruunicuions. m g i d  POP connecurity u) rhe rrcrarork. and soma locnl td Sites within clmc 
prcximiry of the NAP 

WAN Linlu - rhe poht-to-wid. panially-meshod, fully meshui, urd ring configuration wide uta 
network li& used to iotcr-Sonnccl End Sites to POPS, POPS to NAPS, nnd NAPS IO NAPS 

7he Proposer must &ign thc notuark'r physical layout in ordw In providc in-ct connectivity sad 
h f f i l i d i l y  w the rat sommuniry of ComucelEFI End Site locarions. The acrusl number of NAPS aod 
POP$ to be implcmcntcd rhmuebcu~ Uw rhtr is mi a Mined requirement T& s c d  quantity 
locadon Of " 6  aad POPS t h a  am physicnl.lly dai& into die Connee'EN netwurk inh.astruenuc will 
be left w the Roposcr's diwtaion Y long 8s Ibe goal ofproviding cost c@tctive. sdablc. M d  bundled 
&eruct scrvics an providbd to Ihc End User community. Dctiga fneton thal (he Proposcr ~hould 
consider include but 815 not limited to: 

@amity ;ud gr0'0u"h of COnnecTEN End Usm and mxwork systcm for B givm physisal location, 
county. city or IOW 

A d y i i r  of aggqatinp nctwark wDRic at specific POP and NAP locations for tlic ncw, ConmTEN 
nixwork hfmarrmcturehared onpopulaliun. netwarkmffic. and exiacing notwork aggregation p o h  

Flcxlble snd srslablcmwork bandwidth and noturork~nnraivity lo ComccTEN End Usor sites 
throughout he MIC 

Identirying and providiq an tul Site-toComccTEN uoivcrnal x c s n  connectivity service offering 
with bundled rnviccs 

Page IS 
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Thc phyrical artwork layout mub( dai providc lor mctiny minimum pmfornwoce rcquinmcnu. 7he 
minimum requuemnu with dle E-Rate fundin,$ levtl u 100% we a% fdlows: 

n) For rhc Conn==TEN End Site duviee where W c  flow, mCrc &hall not be paaJter rn 1.5% umi 
packat loss (e.&, dropped pack=) pa hour at an find Site laatton at ;my rime. Remedial mion 
with prior approval 6om the relpoctiw ComccTEN NOC must tnka place to climiuotc any packet 
low or dropped packcb gnatcr than 1.5% of h e  udal packet kmsmisrion pcr hour to a value less 
lhm W maahurn lolenmce within thc limtliuM as specified by thc M~UQK Ouragc Refponr 
Time and T h e  lo Fix Defmidaa 

b) Far rhe ConwcTEN End Site device when U a f i  flows, Urn shall itat be grsDter lbao 1 .J;% tofJl 
m r e d  packetr (e&, bad packets) pn hour at an End Slte hearion at any timc. Remedial action 
must takc place to eliminnu greater than 1.5% enwed packMs provided the pmblein is the msult 
of a fault wkbn h? defintd 1lelworkmana6emmt domain for Cpch End Site typa and within the 
*frames 

c)  For each E d  Siro's &@dt CONI~C'IZEN Scrvicd Pmvidrrr's lottrmct Cmtrwayconnatiw, rhcre 
sMl not be gmuar khan 35mScc of round-trip oarwmiwhdolaybehvccn n Conncl;TEN End Site 
Device's or ConaccTEN End Sib's DIE strid WAN iulcdae and rhnr End Site's default Inmm 
Gateway's s e d  WAN interface (e.& End Site to CloRCSl CoOnecTEN lnteml epms paint) 
during normal whool bun m a  pchwl day. TI& 35mScc mud Uip transmission delny, shnll bc 
calculated od an average value lor each IO minurc amc sample. 

d) AU CawclT-X M Sirc conncniw shall hrvc M awage bandwidth utilization value leas thfm 
75% u i l i i a~on .  This 75% bendwidth utilizatton value W be calcularcd as an zyuagc d u c  far 
each 10 minute rima rnmplc during the hour8 n o d  school hours on a scbool day. Polling 4 
response time monsurcrnmts must be condund every 10 mkutcr for e wtal of 6 timc samples pcr 
bow. 
In h e  evmt hu rhir 75% avmgsgc bandwidth unliation f s m r  is u m d c d  far n given End Site 
co~cction, medial enion with prior approval by rbe SUE or local ML&I system must be lakm 
m lcssm tbr av-0 budwidth utilimtiw to acccptablc performance levels. Cos& associated with 
remedial action will be 5 Contractor cxpmsd. 

spziticd by rbe Mior Outago Rw~onsc Time and Time to Fir DcYiuition, 

A.1.2 ' Physical NchvorkL8yout Tecbnicrl Requirements 

The technical fequiremmki premtcd in thia rccrion define the physical nctwork layour and topology 
for LheConnecTEN *work 

The C0nneCTEt.l network inbapmrcturc must mccr minimum performance requucmcnta defincd in 
A . l ,  1.a - d abvbovt yldprovidc inmia muuclivitv for schools and rchaol administrative offices with 
E-Rate fuodidg l e d  at LOO%. 

The CoimrCrrN nerworkinfrQscruenrre mustlacsrmillimum pcrfomance rquirments defined in 
A.1.L.a - d above snd provide intmct cannectiriry for nchools and school adrmnktxalzve affim WiLh 
*e E-Rate fundin: kvcl at 50%. The Uepamnrnr of Educalion rrcoenizn that a v m g c  bandwidh 
udlizatwn could be Jdverscly impacld at thc r e d u d  E-Kate tunding Icvd 7 k  Rq)oser will dcfme 
IIIC nvcrago bandwidth ruiliprinn vahie thal Wit1 be maintained st chis E-Kan funding k d  A n y  oosl 
wmiatul with maintaining the averagc bandrvidm uti Illation valuc Will be a Cunrnctor expense. 

The ConnecTEN neowrk infraraucrwt must mccl minimum PeIfomwnce reqiqu'ummts dchcd in 
A.1.L.a- dabove~pvid~intcmctMnnrel ivlryfor schmlsnndrchooladminis~tivcofficCa wilh 
the C-%IC lwldig level at o"% Thc Dcpcpamncnt ofEducation mx1mizc8 t h  avcmgt bandwidth 
ut ib t ion  could bc adversolg impackd a dlc raluccd E - h  funding kvel. Thc Proposer will dsfinc 
uu: avem(lc bandrvidth utiliiation d u e  tha will be m M w d  BL rhis E*Rate funding level. Any COY( 

abmciaitd with mainain'ng thc avenge hdvvidth utilization vplus will be a Conllact~r expense. 

A.1.2.1 

A.1.2.2 

A.1.2.3 

I 

Page 16 
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_ .  

----i ~ _-_--____ .~ 

I Tier 3 - ConnecTEN Advanced Technical Support I I 

1 Tlw 2 -ConnacTEN NOC Technical Support I I 
I 

t t-- 
_ . _ _ ~ _ _ _ _ I ~  --- 

i 
1 

i Tier 1 -ConnecTEN NOC -Help Desk 
I 

i ..____._.___.,__.,,.._._I.__._ __ - 

TEACHERS 

T i y  I - ConnaTWServiee Provider NOC SUDUOt'l ov,?IVi.?W 
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Major 
Problem idcntificldim 

Tmble Ticket Gslerakd 
Maximum REsolutionPath: 7 
khool xourp 

Probluma h k d  BS Major: - 

- ScvcrdyDegraded 

More lhan 25% of a School 
Svtem's Accaa is h u m  

ConncelEN Acass nnd 
Periomance from an 
Individual School - Scvcrcly D e ~ T n - N a s h  
E-Md S p a  Perfomjancc . - Severely Degraded Web 
Aooors and Pcrtormsoce 

- '  Dcbucginpahd 
Troulhhfloting ofa Smlriry 
Problem - Any Minor Problem MI 
r e s o l d  in the maximum 
mponse lime 

&&up and Recanfigurnlion - The provision lor ithansm pahs IO nnuro& resources. 
Maintenance of b s h p  sohwm w n f i ~ n  br  q u i p m i  with tlia obiliryco quickly 
download a arrrking configurarios 

Raporring. ColLrcion and distribution of aIatiisflcnl fault information used for m d  lnalysis and 
RE a quality ~ ~ u n n c e  vehick to insure thnt problems arc b&g sdwd 

A.2.3.1 The ConnucTEN nmvark managcrnont ~ E N i c c  offeting must ccnfiorm lo dcfiid problem 
identification and severity dcfinirioru (m c6pn blow), fhc suvicc m a t  pmvldc for P minLnum 
response dme md mrilkation of CxpLkmA resolutioe Thc service mlla alsa provide a pmblm 
rrxolulion prams Ihat spcciftcr rhc ms*hnum rcpair/rcsoMion lime fm cach acvtriry level. ?he 
service must alsc incorporste esularion pmcedum for Mng W problem h r n  Tim I to Tier 2, md 
hmTier2  mTicr3. 

Minor 
Probleni idw1ificulim:- 

'TmublcTickaGsneratcd 
MaximumResolution Pa& 14 
S c h l  HOLUS 

Prnblom D&d as Mior 
- An Individual School's 

c~nn%TE€f Access is Down 
. An End Uaer's E-Msil 

Awunl  is Down - UcpdcdCo~ecEN 
ACCL% and Pwfomwnce 
hmmi  Individual School 

- D c y d c d  Ten- Narh E-Mail 
SydtcmPuionnance 

. Content Fiitenng Problblcrn or 
Fault 

- ChangcofE-Mail Passmrd 
for End UIcr 

- AddlMove~Jhleto M E-Mail 
ACCOUIII 

. Ohor 

Critical 
Problem idcu66Euion: 
Trouble Ticket Conerated and . Maximum Resolution Path: 4 
SDENotified 

School tIOurr 
Problems D e h d  b.) Critical: 

A.2.32 The CamcTEN network m d g c m e n f  service offiring must have a d c f d  reponing systcm ta track 
problem volumes, patlcms and trends. Tbc followin8 wnscn(s the minimum Fwlr Mananemem 
monthly repons that are rqukcd, 

a) Call Trrcking - this is a ncnvork manugunen( s u m m ~ p ~  npn Juu track all uouble calk .ad 
trouble tickets the1 arc entucd inur lhc CounecIEN Tier 1 NOC HKelp Dcrk. The% rcpans must 
bc carsprized and summarized bnoed on rha severity of &e trwblc tickt (i.c. Critical, Mnjor. 
Minor) 

b) Problem Ruolulion - rhis is a Momrk m~ngtraanl oummvy rcporl mot tracks all Uoublu calls 
aod trouble rickcrr problem nloration time. The= mpom must be calcgobd and summuizcd 
bscd on tbe severity of the crouble tickor (i.e., GiW, Major, Minor) 

- -  
Page 2 I 
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c) Average Resolution The - ttlm in a network managemenl b u l i n e  repon b t  provide ihc toul 
elapsed timc Born rhe hwtmnp of thc Cptncd trouble ticket to b e  Closure of hat  trtiubls tkket 
The Rcstontion Time will be avm8rd OVCI Ihe enrirc calcndy month upon which an m m g e  
r~~totorafiun rime will be dnivcd fur cach problem swerily kml: critical, Major, Minor. 

To be effective, the P c r f o m c  Manzlgemenl Function squire$ nuwork p e r f o m c e  m ~ l h 8  
took fur tlre CnnnccTEN network Thc Nctwork Cnpacity nnd Performaace Management Function 

-I 3 
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~ 2 . 4 . 5  The Pnfomuncc M m x c m ~ w  semccoffcring mu[ include. m a  miaimurn, the folbwmg montlily 
rCp0IB: 

a) End Site NonAvaIlnbiliIy -this is a bucliec m r k  tnaw$emmt npcrr that yrovirlcr 
connactian dam-time infomation on all End Sites unatalable for 4 or mora hnus dunhe a 24 
bur paiod. E d  Siir Non-AwiIablliry will he bsszd on a 10 minute ampling me. presmed on a 
per how bosh Tor L 2 4 - h ~ ~ ~  day, and calculnttd based on tbe d n  of bhl eoIIDdction up-he  ovm 
rod possible SOI?&OU uptime for that 24-hour day . 

b) Internet &e.$$ (?PI Link Availabilfty - his ir a bsseline network manapm~t q o r t  ihaI 
prnwdes nvrilabbility or uptime infomarion br cad CannecTEtJ Internet Egtss conlection. 
Infemer Egresr tiatAvnilobilidy will bc b a d  on a ID rninuk Ilmplmg talc, posenled on a PLT 
how b s i s  Tor L 24-how day, and calculald baJed on thc ntio of tohll circuit nptimc over total 
p~ssibla okuU up-dme for lhat 24-holp day 

e) Internet Egrerr AvemCc Bunddwidth Utilization - t b 6  il il bdinu &?WDI~ m3RBgemnt report 
bspmddm tadwidth utiliz*Cion io IodonPor  Csch 1nte.net E@w c o d o n .  Each Immef 

.. . . i .. ..; ~ , . 
t 

Egrur Average Bandwidth Ulilizaljon will bc bawd on a IO mhlrlc m p b g  rate, preWnIed on a 
pm hotu bash for n 24-hour day, and c a M  baud on Ihe ratio of  IO^ bia p a  scmnd utilized 
for the maximum bandwidth Uveshold for lhat Intern& Egress connection 

d) Internet &press Throaghput - this is a network manapsmcnt bnscliae repon Ilml pmvidzc 
intormonicaon d h t ~ m e c  E~(.P eanaeetion's throughput. The Internel &rus Throughpuf 
iepoqwill bc reportsd es Ihe btal number ofbyicr and the to& number ofprcke*l that pws 
tlrrwgh each ConnecTEN L a m e r  Access Gucway Device bawd on a 10 minua: sampling mtc. 
prcsmtcd on a per hour h i s  fof n 24-bw day 

e) Internet Egress Pnckct Loss - rhir is a n u w r k  mnafsmmt baseline rrport 
infomatian on csfh Invmet E p s  c d b n ' s  pnclret l a r  (e.& dropped pWk& 8s a 
perctnnge of total packet Pansmission bared on a 10 minute lampiing mte, pmmtcd on a p n  
b u r  batis for a 24-hour dny 

providu 

. ..i. .. . . _... .. . 
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A.2.4.6 

A3.5 

The Prrfonmce M q m r  d c  o f k i n g  must allow for a F&D- validation ta t  bc 
conducted Lo validate rhal Wminimum performance r e q u i r m s  (A.L.1.a-d) are being achiewcd. This 
iest can bc requested by rbe SDE or mS lcui school sysLm. This test wdl only be rcqucsrcd nfmr an 
incident pen&i~~g 10 network prformanec and lkoughlnfl Trouble Tickc! hpn beea o p b d  and 
resolved by the COIUICCEN NOC Xelp Desk but problems stjll appw to uisr 
A writtar Perf- Validstion Tat must be provided to lhe SDE 01 Lad school systcm thal has 
requnrcd Ll\is test with a formal -merdation to improw or aIlm+atc MY non-con~plianca with tbo 
minimum acccpabk pehmawc rcqulCmmL?. 
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A.2.5.1 

A2.5.2 

A2.s .3  

A.2.5.4 

A.2.5.5 

A.2.S.6 

h2.6 

AS part olrhe ConmTEN Servicc ProMu'x neiworlt innnagrmcni seMce ofhirig. a reliable md 
comprehunrivs Confiynrion Mannbment swim must be provided uding a wmbinatioli of network 
mana8emnI systems, Id%. hfbnuation, and pnlicics. &c ~ n n c c l € N  Scnicc Provider must bc 
dedicald towards prov ide  n thomush Cordigumlim Mnn;lgtmcnt sEnricc. Tho0 nezds to k a 
COM~CTEN Sefvicu Providw c o m m i ~ ~ l t  to i m p h n t  nnd adhcn: to a rtrioi documcnmtim VS. 

Contipadun Mana$emcnt is busad on the thorough, COrnplctc. md accuIw collecdcs p-nicLg, srd 
applimion of dn+dikd information io 8 widc v&&y of sategaris. 

The Configuration klanrgemm1 service offering uhnU include two dism categories: 

a) Reactive Canfip.mrionMmagcmcnt - shall p4nain (0 i m m a d h  problm rt.roluttom in ~e event 
t h a t a f a J c b f p h O b l t m i u i d c ~ ~ p ~ g t o m E e d S i t c ' $ o o ~ t i a n a n d t b c o n l y c ~ ~ e c t i v ~  
m e a m  ta bo taken mvolvu configuration or recontinintion of8 nmorkunnponent 

b) Proactive Con6guntion Mzna~cmeut - lbnll permin to pknrring for a change or 30 upgrade bared 
on historical dara OT new Ciu~ctional requirzmcnb for an & h g  Ead Site. Upgrades 10 network 
snd system hardwax or lofturn elcolcnts will bo categorized undv Proactiff Conliguracion 
Manngcment 

l k  Configuration Man&@mcnt smicc offeMg must includc on-ping cbngemenngcmear ~6 p~ of 
is Ruvtion and bc SVBplaDmted With M a m m c d  ~ n f i g u ~ i r i o n  'IoQmdnfarion. There 8hDuld be 
smdud operating pmecdum for pcrformins End Situ nmvOrk hardware End aoftwsn: mainanance. 
fault management, prfarmancc manngemcnt: .and cllanye management. These. procedures must bc 
supported by audit trails of triggered events that zrc psn of fhe life cycle of a changc from submission 
U r n &  implaneamtinr This mxns thatifndditianal configuration, seeuriiy, a d  accounl i  
modifications are rrig-d as a rcsuh ofdu cliangc, b s c  specific modifcatinn% m w  have rho ability 
to bcrchdily mc+e to (he chnnge Jlvcauscd hem. 

Tho Confip~arion Manmgenu.ai service offains m w  incowate hardwart and roawart insdlation. 
nchvok acceprpncc testing, end physical md IogicaJ documentation. 

n e  procear for adwin& insfaIlimg, and oanduc- VerifEation tcsun$ for auy n w  or upgraded End 
Sile COMWTEX comutction within thc spccikd Configmt;on MaMgcmcot procedures munt not 
cxcecd45 calendw&ysbuIprefmbly30 calorxlnrdbyh. 

?he C d t g u n h n  Mauagcmt rmrire offerbig must include nt a minimum the following monthly 
network rnanngmenr rcpMtt: 

a) ConnecTEN Configuration Change Summary Rcpon 
b) M Site 6Laetivc Configlnadon Change SummaIY 
c) End Site Proactiw CoRfigurarion Clwige Supmrtry (e.&, confipurcdion c h q c s  that ure prc- 

rchdukd for the following monrh) 
d) Updater or Chaoees to Conlipuration Documnbtiw 

Any proactive 07 w t i w  service affeoting contipration management wquer~ or chmp to be 
collduC(cd by rhc CoeaecTpl ralvicd orovida mu1 bc fchcdulod 3nd approved by b e  SI)€ prior m 
implanenution md cxccution 

Security Mnnsgcmcnt Technical Requirmenta 
Tbc following defincr the requimnu farN.lanvorl; and Sccurity Adminirrnuion of thc Co~meccTEh' 
newark 

Setvritj and Adnininraalon Munlriyandnl 
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Prowtion ofNctworkManngenwnt Systems 

A.2.6. I A secure ucbittehuc must eaisr u) pmfcct IIIC ConnaTEN norwork from n h v o r l h c d  at&. Thi:: 
rnvlity architecnrrs must inohrdc at n minimum: 

Blocking ofdl  blmund Wiftlo 6om outside rhe C O M c c ~  whuork mvimnmeni frinm and w 
RFC 1918 Inuuletaddmasw 
BlocLing of all bbolvrd @c with 9oune addrwrcs of locally esrignsd If' addre6sa 
Elocldng of dl wtbound Mrnc fmm non-locally mignned IP addrefiru to prcvcnl imM1.ll usm; 
6om garerPlhg l? LpmW U!aICb 

A.2.6.2 Thc ComccTEN NehvMk Security and AdminmLmlion Mmagcmcnt savice otfcrins must iwlude e 
su.adanl security offcis@ II pan of the bundled scrkc o w .  Thin standard offning will ioclude at 
a n i n i m :  

Layer4 specific Acccu Conuol Lisls (ACLS) with Ibc ability m Blfw at leur  Layer 4 Trannpon. 
Cooml Protocol ("e) nnd Urcr Datlpam Pnnacol O P )  p a o h .  M d i t i d y  b e  A C k  
must be capable of filfuing on M c  ia ufnblished TCP %siWs with sane mechanism of 
maintaining intmnl state of wid wusiolu md allowing or ditallowing p ~ ~ k e t r  (brri fail ro mcer 
minimwa raquiremenk of lhir imruel sm. ~t a minhum, dGs ACL must include amma mC 
dsstination IP nddrw and pcrf and be sequenco n m h  of each side of ha TCP wsion 

A router-basednmhanism to a t e n  hasf systems fmm S Y N  flood hcnid of service ana& 

hcqucr-baucd mcdrraism to ~ r W t  the ConncsTEN otwrkcnvironmcnt 6om'lP dhctcd- 
broadcadf"~murf: denial of scrvico atlaclo 

A.2.6.3 The Cmff iTm Nawork Sccurily and AdminimJIioa apcemml smice offering must be m h i c  o? 
rmoding and c a p e s  pudirrrah into the ConnscTEN nerurork for rvrnlyping ranvity breach. 
Periodic (may 6 months) internal nsourily awlits and pw.lmrion mlyris muqt be performed. The 
concluri~es ofthcrc audits vi11 be prcron~cd in iummary fm IO Ih: SDE wifb recammendauons 
repding b e  findings of these audits. Tha pcnohnlioo mlysis and st!cdyaudir will be limifcd ut 
-e to dw CO~CCTEN nawoN ioL.acmcture nnd +par t  thst is m q c d  hy rhe P m p u  nud 
should be perfnrmcd by indiuibls not dimefly in*olved in the normal; day-fo-day opcmtioru: of rhc 
ColmecTEN NOC opaarlon 
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A.2.6.4 The Come;TF.N N z w r k  ScEVrity and AdminiPrrarion MYlilgmcnf lcam mim race1 with !ne SDF or 
draipnafcd ~rojcci managen on n mombly bvr: tu review rccunty problems and funuc plans, Jnd 
C~LIUR thal adqunlc sesunty PlMlUng is hcmg conducted u pan nf b~ on-going RWCW pmcear 
bnwccn the ConnccTEN asrvicc prowler Md SDE. 

The required monthly reptic ,hall include Ihc folluwing: 

a) Summary of security violations or intrusion ancmpn ai specific GnnecTEN ncnwrk c p s g  
pinu and td Site IOCU~ON 

b) Summary repon at musion 01 network component damage per EuJ Silc 
e) Summary repon ofwcunty violaiione aad imuion meinpu accompwied WIL~ dtannuve 

remcdim and mlutrwr 10 pcevent similar ocnurmnr from happtning in the funyo 

A 3  Electronic Mail Services Tcrh0iC.l Requirements 
Ihc following pmmk the ConnrcTF,h' clecvonic mail achnicd nquiremenLI lls parr of rbt bundled, 
COmecTEN Savisc offLhg. 

A.3.1 Electronic Mall Tcrbnical Requirements 

Cumnf Silvnrwn 

The Slate D q m c n t  of E4lwtion curnnlly OWIS M clktronic mail s y r m  &led Tcn-Na$h. This c- 
mail sys~iscampriacd oftwo. Caugnq(DEC)AlplmMcdcl Number 800 with 512MegRAM each 
m housed on he P Floor of tbc h d m w  Iolnuon Tawa. There emnll EV~YIR and I 6  dkks NC 
clwtued togetha and w e  &our 45,000 lcashcr and d m w  e-mail ucomu. The Ten-Nuh c. 
mail r y r m  wppm SMTP, POP). PINE. T&t d DNS savimr and must be ~ l ~ b a l l v  Pccesrible 
without rcsuictioa beyond IP pmlocal. 

The ConnccTlEN service provider m%1 provide the m a w g e m  Md adrninismtive functions of the 
Ten-Narh e-mail system 

A.3,l . l  

k3.1.2 ThcTENNash email sy8tcmmust bo available 24~7x365. 

A4 

114.1 Domain Name Service4 Owview 

Name Space Management Tcchaiul Rcquircmcnh 

The following p m c n ~ ~  lhcNamc Spa= h n g e m m l  inhnicnl rrquirrmctlu fw Ihc ConnacTEN 
network. 

A.4.1.1 ThcDNS saviffimustcornplywhhRFC 1035 d R F C Z 1 3 3  

A.4.1.2 

A.4.1.3 

A4.1.4 

AA. 1.5 

The DNS scrvic+ muit pmvide domain riame regirbatiuo and wansitinnin8 rnVisca m needed. 

The DNS sewice must be available 24~7x365. 

'Ik DNS scwicc musl suppoxi p r d u y  and wondnry DNS rarvicur. 

The DNS setvice must suppoir domain ryrlcm hwr% mapping. 
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A S  

A5.i 

A5.1.1 

AS.l .2  

A.S.1.3 

A.5.1.4 

A.6 

A6.1. 

Content Piltcrinp Technical RGquIrcmruU 

World Wide Web Content Flltcrlng OvMiew 
The following d a m i  thc tcquiretncnts for colllcat Fillaing that will provide the h d a t i m  tc 
m u r c  bar  childm do no1 hm? ncw to inappmpriyc c o n m  ourside. Tba Con-TEX rervice 
offering mu81 pmvidc a solution &at cumplia wib lhe Children's Iatcrnct Prowlion Act pub. L. 
IO&SSd.),Title XW-Childrrn'r lnl~md ProLeclioo. 

'Ihc conlent tilmring w i c e  Offerin8 mua suppo~~+,n'policy-bucd by users!puups" capability thw 
allowing dfiercnt 'uscrr/grouPs'' to diffwm colltcN. These usu$l@ow will bo dc&ed by Ihc SDE 
on aa omgoin$ basis ~ougbout  the life 6f lhi9 UonIIpEI BY pan Of rhc E d i g w t i o Q  h g e r n m t  
&ce offering. 

The MnIeuf filmrina m i c e  Off- musf roppon cummuad b h k  p a g e  aod film by auww and 
m i o m  repotis. 

Thc proposed conlcnl filtering scrvim offering must not bu susceptible to 
"ow~lucldag/utldnblocldng" during high world wide web irsagc psmds. 

requirement.. 

ovvvinv 

'The ComCcTEN acd the Stdlc of Tmnesm'n public sehool s y w m  use a wile rangt of Lp nddrenes. 
TbaSDEcuncntlyowns four Class B IPNmworkNumbcrs: 208.182.0.0/16,208.183.0.0/16, 
66.4.0.0/ 16,66.5.0.0~16. Tbse  IF' addrcmcs M urd h u g h o u l  the Smta Some of &e Schools are 
stil I utiliaing IP a d h E  Qnce mMIcd by fhe Slate of Temc&.soe'$ Offm of Infornutinn ResourceP 
(OR) md Tennessee B o d  of Regcnlr Cmn). Ih IP rddrcrr bpacl; 04 by Om i s  PI rolio~R: 
170.141.0.0/16, 170.142.0.0/16, 170.143.0.0/16,207.125.0.0~16. TBR bar thc following IP address 
space; 206.23.0.0/16 and 198.146.0.0/16. Thcae a addre& an ban$ rcNmed to fI& nrpefrive 
owner Md will not h utilized hi the COWTEN nctwrk. 

Over rbcpasrthnr pars h K - I 2  Lotcmct usage bs grown quire cx(ensive1y. The IP address spiict 
20R.182.0.0,208.183.0.0,M.4.0.0, m d  66.5.b.O anbeing ndvcniredmn the cmmf Comecm 
network i h $ w O U e  10 the I n I m L  Thc IP address $pact thu ComcTEN in using hat falls in thc 
o w w h i p o f  OIRaodIRRamadvulised o u t ~ ~ o w n c d l i n k c l o B e l l . N n L  

To dale, du cur~cnCF Address aflocarion is hmed w lhc us of lhe following Clmrlcsr-Inttr Domaill 
Routing IP addms block 

Wrst Tennessee (Memphis and Jackson areas): 
66.5.0.0. t 6 
208.183.192.Wl9 
208.183.224.0l20 



A.6.2 

A.6.2.1 

A.6.2.2 

A.6.2.3 

A.6.2.4 

A6.2.5 

h.6.2.6 

A.6.Z .I 
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Middle Tennessee (NashviIle uoh): 
66.4.0.0117 
208. I82.0.OIl7 
208. IR2.128.0/19 
208.182.182.Ot23 
208.1S2.164.0121 
208.1R3.240.0/20 

Lower E 4  Te~CSsca ~ChnnMooga area): 
208.l8z16o.wZo 
208.182 176.0/22 
208.182.180.0/23 
208.183.160.0119 

E ~ J I  Te~~uess+c (Knoxville nnd Iobmon City amas): 
66.4.128LVJ7 
208.18226.0/23 
208.182.28.005 
208.183.0.0117 
208.183.128.0/19 

The wica l  rehcma for Ue CamcTEN network has been to wilizc Network M b e s a  T I M S ~ ~ ~ I  
VAT) for alladlion of Ip adbcrrcs Gom service platforms mainlnincd xmns lhc w e .  !t is 
tavirioncd t h  the cuncnt IP 8ddrcsr nllocation w1 auauia gmwh for he Dcxt muplc of years or 
longer through conliimcd us0 of NAT M d  DHCP tccbnologi~ for F &ins& atlocadon and mapping. 

IP Address Management TcchnItsl Requirements 
The followinp pfedcnls the Address Space ManPgment r c q u k u  fur Ihc ConmTEN rmvmk 
hl i17 .SUCt lMI  

Tbe COMCCTEN reMcc pmvider must m g u  the avnilnble Ip addrericr wilh an o d l  smqy tha: 
will provide rhc SDB with a scalable, lon@tmn (five y e w )  IP addtarsing 6chema. The fvaizgy must 
also iacludo a plan va mum sll OR and TBR owned IP addrsies by July I ,  2002. 

The ConnccTEN neRvorlc i n f f~ t ru~ lu re  Ip routing prmacol mi support ClDR und mute 
EVmmKiZllIioU 

The COMLDTEN service provider must & s i p  and Input im IP network layu addressing plhn for the 
entin! C o m T E N  mnvork imhslrucm ~d all the End Sits. whwr possible the existint Ip 
addmain$ achune must remain mutt and all mn-SDE o d  Ip must be r ~ t w e d  and rpnumbtlcd si 
pM tbc new LP w& hYCr addmasing plan 

The ConnecTEN service provider mun dewlop a plan for providing and dloealing auffioienr IP 
addrw spase for rhc c0nnecTF.N End Sites desiring Intunel a c c ~ s  using the SDEdwned Class B IP 
NctworkNumbcn. 

no C ~ T € N  nctwrk infiasbuclure must rupprt IPv6 when the swndwd i y  rully ndoptcd by rhc 
IETF 

The CnmecTEN s d c e  proVideI must &cclivcly mmge and &!p 1p w o r k  laycr ad’hssw 
uxing m nuramaod. on-line dalabnse application throughout he life oflhis muact and givc access lc 
SDE Cor future planoing. 

The IP ad&esring schcmsand IP addnrringdatabarc shall be manrgcd a d  mriwinul by the 
Connccl’EN SCMCC provider but thc informadon and wntcn!s of the 1P nddnrring databnse abl l  
m a i n  the p r o m  of tho SD€ ~ 
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Corrirscl Atlxhmenl B 

Service L e d  Agredmcntr 
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Contract Attachment C 
Tennwee SchooL 

CannccTEN Plans 

All Tennerscc schools currently have Intemt acccbs. Their rmtbad of ccnncction aod dcgm of cguipmmt 
ownomhip me divldcd inta four cate20rics labeled Standard Plan, .Uuremncc Plan I .  2, nnd 3. Tb description of 
thwe four plans ir bclow. boh ncivnlo11 the a W W  lkl OCTennessm Schooln i s  idrntified ns to the p h  under 
which it ir sssociatcd. 

STANDARD PLAN (Std) 

Pucric6on: All ConnccTEN s c w k  mad eon~%~tiviiy IO tbe Local EduUtMtl Agemy (LEA, M school &aha) arul 
ill individual rohoolr urc provided by che C~noefTENvcndor. 

Alternate Plan 3 (at 3) 

IkcriDtion: The LEA uses an dtemu: Intcml fuvice providcr. 

Refer IO ulr; RFP, Coiin'act AtLaciuncn~ 8-C for a list of all T ~ U K S S ~ O  Public School$, 

-- P a  31 


